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A business email compromise (BEC) attack involves a cybercriminal impersonating a seemingly  
legitimate source via email to gain their target’s trust. The cybercriminal then leverages these emails 
to convince their target to wire money, share sensitive information or conduct other compromising 
activities, thus potentially resulting in substantial losses among affected businesses. BEC attacks 
caused $2.7 billion in losses across the United States in 2022. In total, global losses related to these 
attacks have surpassed $43 billion.1 

Fortunately, businesses can reduce the risk of BEC attacks and subsequent potential losses by 
strengthening their digital defenses and purchasing cyber insurance coverage. This infographic 
outlines a BEC attack scenario, offers suggestions to help prevent such attacks and summarizes the 
associated cyber insurance claims process.

Research—First, a cybercriminal will choose a company to launch their BEC attack 
against and research this business to help create convincing emails and gain their 
target’s trust during the attack. This may include analyzing the company’s website, 
LinkedIn page and employees’ online profiles.

Selection—Upon researching the business, the cybercriminal will use the information 
they collected to prepare for their attack. At this point, the cybercriminal selects an 
individual within the business as their primary target for the incident, likely someone 
with access to critical company resources.

Manipulation—Once they select their target, the cybercriminal will usually deploy 
malware to access their target’s email account and monitor the target’s digital inter-
actions without their knowledge. The cybercriminal can then use this information to 
better impersonate a trusted sender and manipulate the target into performing com-
promising activities. 

Discovery—After manipulating their target, the cybercriminal will aim to swiftly exit 
the affected company’s network with the stolen assets. From there, it may take min-
utes, days or even weeks for the business to detect the attack. Such detection often 
occurs through internal reviews, unusual network behavior, unexpected financial 
transactions or stakeholder complaints.  

Fallout—The impacted company may experience severe consequences from the BEC 
attack, such as missing or damaged data, disrupted supply chains, operational delays, 
reputational damage, legal ramifications and financial losses. In fact, BEC attacks cost 
an average of $4.9 million per incident.3 

While specific BEC attack methods can vary, these incidents often follow the same framework. 
While each attack is unique, here are the typical steps in a general BEC attack scenario:2

Businesses should consider implementing the following cybersecurity measures to help enhance 
their digital defenses and minimize BEC attacks:4

If a business falls victim to a BEC attack, cyber insurance may help a business minimize the finan-
cial fallout and bolster its recovery capabilities. Here’s an outline of the typical claims process that a 
company may follow upon experiencing a BEC attack:

With BEC attacks on the rise, businesses can’t afford to ignore the need for proper risk  
mitigation measures and cyber insurance. By implementing effective prevention tactics and 

coverage solutions, businesses can minimize their exposures and limit large-scale losses.

This document is a general overview and doesn’t replace the need to consult cybersecurity 
experts and legal counsel for tailored guidance. Click here for more information on  

Nationwide’s cyber risk management solutions and insurance offerings.

Notification and reporting—The business 
would immediately contact its cyber insurer 
and file a claim upon identifying an attack. At 
this time, the business would provide as much 
information as possible in a detailed report  
outlining the incident, related losses and any 
mitigation measures taken.

Evaluation and assessment—After receiving 
the necessary documentation and conducting 
an in-depth incident investigation, the cyber  
insurer will likely need to evaluate and assess 
the related claim. This entails reviewing the  
extent and validity of the claim based on  
applicable policy terms and conditions, as well 
as determining specific coverage capabilities. 

Cooperation—While the cyber insurer is inves-
tigating the attack, the business would priori-
tize open communication and cooperation. This 
may include providing access to affected sys-
tems and sharing relevant documentation to 
help identify potential perpetrators.

Collaboration—Depending on the complexi-
ty and impact of the attack, the cyber insurer 
may need to consult the business for addition-
al information to better support the associat-
ed claim and make certain coverage decisions. 
In this case, the business would work closely 
with the insurer and foster a strong sense of  
collaboration by exchanging evidence, clarify- 
ing details and addressing any questions or  
concerns to help reach the best possible  
claim resolution. 

Provide routine  
training to educate 
employees on safe 

email practices and 
how to detect and 

respond to common 
BEC attack scenarios.

Establish secure pay-
ment procedures and 

instruct employees 
who handle financial 
operations to validate 

invoices and fund 
transfer requests be-

fore proceeding, espe-
cially if these requests 

involve alternative 
procedures or changes 

in account numbers.

Leverage access  
control policies (e.g., 
the principle of least 
privilege and multi-

factor authentication) 
to confirm employees 

only utilize the resourc-
es needed to perform 

their jobs.

Equip company sys-
tems with adequate 

security features 
(e.g., antivirus pro-

grams, virtual private 
networks, firewalls, 

email authentication 
technology, endpoint 

detection and re-
sponse solutions, and 
patch management 

software) and upgrade 
these features when 

necessary.

Back up critical data 
to secure locations on 
regular schedules and 
establish data recovery 
procedures to ensure 
swift restoration amid 

possible attacks.

Develop a cyber  
incident response plan 

that outlines steps  
to promote timely 

remediation and keep 
losses to a minimum 
when attacks arise.

Work with IT, legal 
counsel and insurance 
professionals to update 
cybersecurity measures 

and make coverage  
adjustments as  

needed.
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